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Mr. Chairman and members of the Committee: My name is Maynard C. 
Anderson and I would like to express my appreciation for the opportunt 
to appear here this morning on behalf of General Richard G, Stilwell, 
(Ret.),, the Deputy Under Secretary- of Defense for Policy. General 
Stilwell is responsible for establishing the Defense Industrial 
Security Program policy. I am the Director for Security Plans and 
Programst under General Stilwell. My directorate is responsible 
for developing the industrial security policy subject to my 

APPEARANCE HERE TODAY; NAMELY., THOSE POLICIES PERTAINING TO CLEARED 
U.S. FACILITIES OR THOSE IN-PROCESS FOR A CLEARANCE WHICH COME 
UNDER SOME DEGREE OF FOREIGN OWNERSHIP., CONTROL., OR INFLUENCE. 

The Defense Investigative Service is responsible for the administra- 
tion of the Defense Industrial Security Program. As you may recall, 
the Director, Defense Investigative Service provided this Subcommittee 

WITH AN OVERVIEW OF OUR FOCI POLICY IN FORMAL TESTIMONY THIS PAST 

November. However, my testimcdny this morning will focus on the DIS 

ROLE IN IMPLEMENTING OUR FOREIGN OWNERSHIP, CONTROL OR INFLUENCE 
POLICY WITH PARTICULAR EMPHASIS ON ITS APPLICATION CONCERNING THE 

Whittaker Corporation. 

I HAVE HERE WITH ME Mr. RlCHARD ANDERSON. Mr. ANDERSON IS THE SENIOR 
STAFF SPECIALIST AT DIS HEADQUARTERS IN THE AREA OF FOCI AND BRINGS 
WITH HIM DETAILED KNOWLEDGE OF THE DIS HANDLING OF THE WHITTAKER 
CASE. 

Mr. Chairman, with your permission I would like to read a prepared 

STATEMENT. 

Approved For Release 2010/10/18 : CIA-RDP87S00869R0002001 10021-0 



Approved For Release 2010/10/18 : CIA-RDP87S00869R0002001 10021-0 


The Department of Defense has developed over the years a comprehensive 
Industrial Security Program designed to safeguard classified 
information released to industry, The current authority for the 
program is Executive Order 10S65, entitled "Safeguarding Classified 
Information Within Industry/' dated February 20, 1960, An integral 
part of the Defense Industrial Security Program is a system that is 

DESIGNED TO REASONABLY INSURE THAT CLEARED CONTRACTORS ARE NOT 
AFFECTED BY FOREIGN OWNERSHIP,. CONTROL, OR INFLUENCE (FOCI) TO AN 
EXTENT WHICH WOULD BE INIMICAL TO OUR NATIONAL SECURITY, WHEN 
THE NATURE AND EXTENT OF FOREIGN OWNERSHIP, CONTROL OR INFLUENCE 
IS SUCH THAT A REASONABLE BASIS EXISTS FOR CONCLUDING THAT THE SECURIT 
OF CLASSIFIED INFORMATION MAY BE JEOPARDIZED IF A FACILITY SECURITY 
CLEARANCE IS GRANTED OR CONTINUED, THE AFFECTED CONTRACTOR IS 
CONSIDERED TO BE UNDER FOCI. As SUCH, IT WOULD BE INELIGIBLE 
FOR ACCESS TO CLASSIFIED INFORMATION AND A FACILITY SECURITY CLEARANCE 
WOULD NOT BE GRANTED OR IT WOULD BE SUBJECT TO REVOCATION, AS 
APPROPRIATE. 

At THIS POINT, I FEEL IT WOULD BE HELPFUL TO PROVIDE YOU WITH A BRIEF 
OVERVIEW OF THE FACILITY SECURITY CLEARANCE PROCESS, TO INCLUDE THE 
MANNER IN WHICH THE DEFENSE DEPARTMENT COMES BY INFORMATION DENOTING 
FOREIGN INVOLVEMENT. 

Under the Defense Industrial Security Program, classified informa- 
tion CANNOT BE RELEASED TO ANY EMPLOYEE OR MANAGEMENT OFFICIAL 
UNTIL THE FIRM IS GRANTED A FACILITY SECURITY CLEARANCE. THIS 
NECESSITATES THE SECURITY CLEARING OF KEY MANAGEMENT OFFICIALS PRIOR 
TO THE ISSUANCE OF THE FACILITY CLEARANCE. It IS DoD POLICY THAT A 

FIRM OR INDIVIDUAL BE PROCESSED FOR A SECURITY CLEARANCE ONLY 
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WHEN A NEED FOR ACCESS TO CLASSIFIED INFORMATION CAN BE ESTABLISHED. 

A CLEARANCE BASED ON THIS NEED REQUIRES THAT A PROSPECTIVE CLASSIFIED 
CONTRACTOR BE SPONSORED BY A GOVERNMENT ACTIVITY OR A CLEARED 
CONTRACTOR WHO WISHES TO UTILIZE THE SERVICES OF THE PROSPECTIVE 
CONTRACTOR IN A CAPACITY REQUIRING ACCESS TO CLASSIFIED INFORMA- 
TION. This requirement insures that- investigative resources are 

NOT UNNECESSARILY EXPENDED AND PREVENTS ISSUANCE OF A CLEARANCE WHEN 
NO VALID NEED FOR ACCESS TO. CLASSIFIED INFORMATION EXISTS. 

When a facility is initially processed by DIS for a security 
CLEARANCE., MANAGEMENT IS REQUIRED TO COMPLETE A DD FORM 441s 
entitled, "Certificate Pertaining to Foreign Interests." This 
form solicits information regarding a firm's foreign involvement, 
Questions cover such matters as foreign owned stock; stock held in 
"street names;" foreign interests who serve as officers or directors 

OR WHO CONTROL THE APPOINTMENT OR TENURE OF OFFICERS OR DIRECTORS. 

Foreign subsidiaries or affiliates must be named and individuals 

IDENTIFIED WHO SERVE AS OFFICERS/DIRECTORS WITH BOTH FIRMS. 

Contractors must describe licensing’,' patent exchange', marketing, 

JOINT VENTURES OR SIMILAR ARRANGEMENTS WITH FOREIGN INTERESTS WHICH 
INVOLVE THEIR PRODUCTS OR SERVICES. 

In addition, the contractor must provide data on . income received 

FROM FOREIGN SOURCES. IN EXCESS OF TEN PERCENT OF THE ANNUAL GROSS 

income. Finally, information is required on indebtedness to foreign 

INTERESTS, 

» 

In addition to filing an initial DD Form 441s’, a contractor must 
notify the Government of changes in the information previously furnishi 
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OR WHEN THE FIRM IS ENGAGED IN PRELIMINARY DISCUSSIONS WITH FOREIGN 
INTERESTS WHICH MIGHT BE EXPECTED TO RESULT IN A CHANGE TO THE DD 441$ 

During subsequent inspections of the facility, the DIS industrial 

SECURITY REPRESENTATIVES REVIEW THE DD ^ls WITH APPROPRIATE OFFICIALS 
OF THE FIRM TO DETERMINE WHETHER CHANGES HAVE TAKEN PLACE. ALTHOUGH 
THE CONTRACTOR IS THE PRIMARY SOURCE OF INFORMATION ON THE DD 441s 

the Department of Defense also has access to reports filed; with 
7 the Department of Commerce and the! Securities and Exchange Commission-. 


DIS REPRESENTATIVES ALSO REVIEW CONTRACTOR ANNUAL REPORTS AS WELL AS 
THE FINANCIAL AND BUSINESS SECTIONS OF VARIOUS PUBLICATIONS. No 
MATTER THE SOURCE, THE INFORMATION IS ANALYZED BY DIS AND QUICKLY 
ACTED UPON IN ACCORDANCE WITH ESTABLISHED POLICY. HOWEVER, THE ACTION 
TAKEN BY DIS IS DEPENDENT UPON THE SOURCE AND NATURE OF THE INFORMA- 
TION INVOLVED. 

Whenever, there is significant evidence of FOCI, the contractor's 

FACILITY SECURITY CLEARANCE IS INVALIDATED. A FACILITY WITH AN INVAL.I1 
CLEARANCE IS INELIGIBLE FOR ACCESS TO ANY NEW OR ADDITIONAL CLASSIFIED 
INFORMATION SUBSEQUENT TO THE DATE OF THE INVALIDATION ACTION. 

- i 

Further, the pertinent Government contracting activities are notified 

OF THE ACTION AND REQUESTED TO DETERMINE WHETHER THE CONTRACTOR 
MAY CONTINUE TO PERFORM ON THE EXISTING CLASSIFIED CONTRACTS. 

Once a facility clearance is invalidated, the contractor has thirty 

DAYS IN WHICH TO ACHIEVE OR INITIATE SATISFACTORY RESOLUTION. DURING 
THE INTERVENING PERIOD, THE CASE IS DISCUSSED IN DETAIL WITH THE 
CONTRACTOR AND ITS COUNSEL. If AFTER THIRTY DAYS. THE FACILITY FAILS 
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TO SUBMIT AN ACCEPTABLE PLAN FOR PROMPT AND EFFECTIVE RESOLUTION., 
FAILS TO ADHERE TO SUCH A PLAN, OR IS UNABLE OR UNWILLING TO EFFECTIV 
DEAL WITH THE PROBLEM, ARRANGEMENTS WOULD BE MADE TO RECOVER THE 
CLASSIFIED MATERIAL AND THE FACILITY SECURITY CLEARANCE WOULD BE 
SUBJECT TO REVOCATION, 

I THINK IT SHOULD BE NOTED THAT OVER THE YEARS U.S. FIRMS HAVE 
BEEN ENCOURAGED BY THE GOVERNMENT TO DEVELOP AND EXPAND THEIR 
FOREIGN MARKETS. It WAS PRIMARILY U.S. INTERESTS WHO WERE THEN 
DOING THE INVESTING OVERSEAS, In RECENT YEARS, EVENTS AND CIRCUM- 
STANCES HAVE CHANGED, FOREIGN INTERESTS, WITH SUBSTANTIAL INVEST- 
MENT CAPITAL, NOW SEE OPPORTUNITIES TO INVEST IN U.S, INDUSTRY TO 
INCREASE THEIR EARNINGS. FURTHER, THE DEFENSE DEPARTMENT SUPPORTS 
U.S. CONTRACTOR INVOLVEMENT IN NUMEROUS MULTILATERAL COOPERATIVE 
DEFENSE PROJECTS IN SUPPORT OF OUR NATIONAL SECURITY. THEREFORE, 

IT IS NOT TERRIBLY UNCOMMON FOR OUR CLEARED DEFENSE CONTRACTORS, 

CERTAINLY THE LARGER AND MORE DIVERSIFIED ONES, TO HAVE SOME DEGREE 
OF FOREIGN INVOLVEMENT, 

This foreign involvement often reaches reportable levels requiring 
DIS review. Most cases are reviewed and adjudicated at the DIS 
Regional level. Instances of more significant foreign involvement 

•ARE FORWARDED TO DIS HEADQUARTERS FOR DETERMINATION OF CONTINUED 
FACILITY SECURITY CLEARANCE ELIGIBILITY, Of THESE, FOUR CATEGORIES 
OF FOCI CASES MUST BE REVIEWED PERSONALLY BY THE DIRECTOR, DIS, 

These categories are as follows: 
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1, Foreign interests own or have options to acquire stock in 
excess of 20 percent, 

2. Stock ownership by foreign interests where a Voting Trust 
Agreement, Proxy Agreement’,' or Board Resolution is necessary to 
effectively insulate the cleared facility. 

3, Foreign indebtedness- exists amounting to 15 percent or more 
of the current assets of the corporation, or where OVER 20 PERCENT 

OF THE STOCK IN THE ll.S. CORPORATION HAS BEEN PLEDGED TO A FOREIGN 
INTEREST AS COLLATERAL, 

4. More than five percent income is derived from Communist 
countries. 


I would now like to describe the primary foreign ownership, control, 
or influence factors pertinent to the Whittaker Corporation and the 
rationale used by the Defense Investigative Service in favorably 
adjudicating this case. 

The Whittaker Corporation is a publicly owned firm incorporated in 
the State of California. Whittaker is cleared TOP SECRET and was 

PERFORMING ON APPROXIMATELY 3J CLASSIFIED CONTRACTS AS OF FEBRUARY 
OF THIS YEAR. A LIST OF THESE CONTRACTS HAVE BEEN FURNISHED TO 

this Committee. 
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Although the Whittaker Corporation submitted information sufficient 

ENOUGH TO WARRANT DIS REVIEW AND DETERMINATION IN THE PAST, IT 

wasn't until January 1979 that its foreign involvement became a 

MATTER OF SPECIAL CONCERN TO DIS, THE CD FORM 441s SUBMITTED BY 

Whittaker at that time reflected stock ownership by Olayan Investments 
Company Establishment, a Liechtenstein corporation owned by 
Mr. Suliman S.. Olayan, a Saudi Arabian national. If a foreign 

ENTITY OWNS A SIGNIFICANT PORTION OF A COMPANY, THE ABILITY TO 
INFLUENCE OR CONTROL IS PRESUMED TO EXIST. GENERALLY SPEAKING, THIS 
OWNERSHIP WILL BE MANIFEST BY THE APPOINTMENT OF OFFICERS OR DIRECTORS 
If OFFICERS OR DIRECTORS ARE APPOINTED BY A FOREIGN OWNER, OR THE 
FOREIGN OWNER HAS THE ABILITY TO APPOINT OFFICERS OR DIRECTORS 
AT HIS DISCRETION, THEN ONCE AGAIN, CONTROL AND INFLUENCE MUST BE 

presumed. However, in the case of Whittaker, the pertinent 

FACTS WERE FULLY REVIEWED BY DIS AND A FAVORABLE DECISION WAS 
RENDERED. THAT PARTICULAR DECISION WAS BASED, IN PART, ON THE FACT 
THAT THE VOTING POWER OF THE FOREIGN OWNED STOCK WAS INSUFFICIENT 
TO ELECT REPRESENTATION TO THE WHITTAKER CORPORATION BOARD OF 

Directors. 


. • r ... ...... ... 

The most recent FOCI evaluation by DIS was rendered in July 1981 . 

At that time, Mr. Olayan owned 5.1% of the Whittaker stock. This 

AMOUNT CONTINUED TO BE INSUFFICIENT TO ELECT A MEMBER TO WHITTAKER'S 

Board of Directors, Also reviewed at the time was a Whittaker 
Board Resolution which acknowledged the foreign ownership and reiterati 

THE FIRM'S SECURITY OBLIGATIONS UNDER THE INDUSTRIAL SECURITY 

Program. This resolution had been previously requested by DIS. 

A Board Resolution may be used to mitigate foreign ownership under 
the following conditions; 
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1. The percentage of voting stock owned by foreign interests 
IS NOT more than 15%. 

* 

2. The amount of stock owned by the foreign interests is not 

SUFFICIENT TO ELECT REPRESENTATION TO THE BOARD. 

3. There is no agreement whereby the foreign interest is 

FERMltTED TO HAVE REPRESENTATION ON THE BOARD, 

4. The Deputy Director (Industrial Security), HQ DIS, 

MAKES A DETERMINATION THAT., BASED ON ALL OF THE AVAILABLE FACTS, 

a Board Resolution represents a satisfactory resolution of the 
case, 

If any one of the aforementioned conditions cannot be satisfied, 
either a Voting Trust or Froxy Agreement would have to be placed 

INTO EFFECT OR the CLEARED FIRM'S FACILITY CLEARANCE WOULD BE 
SUBJECT TO REVOCATION, 

Also evaluated in 1981 was Whittaker Corporation's income from 
Whittaker Saudi Arabia, Ltd, This firm provides health care services 
in Saudi. Arabia and is 70 percent owned by the Whittaker Corpora- 
tion. Total reported sales to Saudi Arabia constituted 13,1 percent 

OF THE CONSOLIDATED SALES OF WHITTAKER, > 


The Whittaker Corporation Form 10-K for the fiscal year ended 
October 31, 1981, indicated that the Saudi Arabian income had 
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INCREASED TO APPROXIMATELY $278 MILLION OR 16,62 PERCENT OF ^HITTAKER 
CONSOLIDATED SALES FOR THAT PERIOD, DTS EVALUATES INCOME FROM 
FOREIGN SOURCES IN CONJUNCTION WITH ALL OTHER FACTORS PRESENT IN A 
PARTICULAR CASE. An ADVERSE DECISION WOULD EE APPROPRIATE 

FOCI FACTORS PROVIDE A REASONABLE BASIS FOR A CONCLUSION Tllwi " "" 

COMPROMISE OF CLASSIFIED INFORMATION MAY RESULT. In CASES WHERE 
INCOME IS THE ONLY FACTOR, AN ADVERSE DECISION WOULD BE REASONABLE 
IF A FIRM DERIVED A SUBSTANTIAL PERCENTAGE OF ITS GROSS INCOME 

from Communist countries, or from countries which are overtly 

HOSTILE TO_THE JjNITED STATES. THE AFOREMENTIONED INCOME 
FIGURE DOESNOT INDICATE FINANCI AL DEPE NDENCE ON THE KINGDOM OF 

Saudi Arabia nor is Saudi Arabia considered hostile to the United St;t 
The foregoing represents an overview of the application of our FOCI 

POLICY AS CONCERNS THE WHITTAKER CORPORATION. K'HITTAKER HAS BEEN 
FULLY COOPERATIVE AND OPEN IN ITS DEALINGS WITH DIS ON THESE 
MATTERS. THE FIRM IS PRESENTLY ASSEMBLING A NEW AAls FOR REEVALUA- 
TION AT THE REQUEST OF DIS, 

In conclusion, I would like to emphasize that our FOCI policy 

AND ITS ATTENDANT PRACTICES AND PROCEDURES OFFER EFFECTIVE 
PROTECTION FOR OUR CLASSIFIED INFORMATION. HOWEVER, IT IS NOT 
FOOLPROOF AND CA NNOT GUARANTEE TH AT UNAUTHORIZED DISCLOSURES WILL 

not occur. This ia a goal which is simply not attainable, However, 

WE ARE CONTINUOUSLY EVALUATING THE POLICY TO INSURE THAT IT IS 
NEITHER UNREASONABLY STRINGENT NOR IRRESPONSIBLY WEAK AND 
INEFFECTIVE, 
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Nonetheless., we share this Committee's concern relative to problems 

ASSOCIATED WITH BENEFICIAL OWNERS OF STOCK HELD IN STREET NAMES 
AND NOMINEE ACCOUNTS, CONTRACTORS ARE REQUIRED TO IDENTIFY 
ALL KNOWN FOREIGN STOCK OWNERSHIP., ABOVE THE 5 7o REPORTING THRESHOLD, 
REGARDLESS OF THE MANNER IN WHICH THE STOCK IS REGISTERED. THIS 
DISCLOSURE IS MADE UNDER THE CRIMINAL PENALTIES 'FOR MISREPRESENTA- 
TION PRESCRIBED IN 18 U.S. CODE, SECTION 1001. SHOULD A PREVIOUSLY 
UNKNOWN FOREIGN INVESTOR SUBSEQUENTLY ATTEMPT TO EXERT INFLUENCE 
OR GAIN REPRESENTATION ON THE CORPORATION'S BOARD OF DIRECTORS, 

THE CONTRACTOR WOULD BE OBLIGATED TO REPORT THE SITUATION AT THAT 

time. The DoD FOCI policy would then be applied. The Defense 
Investigative Service respects^ the_confidentiality_ of the relationshi 
between stockholders and thetr bankers or brokers to the extent 
that this confidentiality is in accord with disclosure policy of 
the Securities and Exchange Commission,. We would welcome 

regulatory changes or legislation which would permit DIS access 

TO THE IDENTITY OF SUCH BENEFICIAL STOCKHOLDERS. 


Mr. Richard Anderson and I are now prepared to answer any questions 

YOU MAY HAVE. 


Approved For Release 2010/10/18 : CIA-RDP87S00869R0002001 10021-0 



